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✓ 19 Members

✓ 10 PhD Students

✓ 8 H2020 & HORIZON projects

✓ 19 Projects in total

✓ 200+ Publications

✓ Over 3.6 million € in total 
budget

✓ 6 projects coordinated

✓ 5 awards

✓Over 80 collaborating 
partners
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Presentation Outline
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✓ Introduction

✓ Rationale behind SDN-microSENSE

✓ SDN-microSENSE Business Logic

✓ SDN-microSENSE Architecture

✓ SDN-microSENSE Achievements

✓ Conclusions

Presentation Outline
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Introduction
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Targeting Confidentiality/Integrity/Authenticity - Insecure 
Communication Protocols:

• Reconnaissance Attacks: e.g., modbus/scanner/uid, 
modbus/scanner/getfunc

• Unauthorized Access: e.g., modbus/function/readHoldingRegister, 
modbus/function/readInputRegister

• False Data Injection Attacks: modbus/function/writeSingleCoils , 
modbus/function/writeSingleRegister

Need for enhancing EPES resiliency
• Lack of (a) an understanding of the complicated relationships between real intrusion alerts and b) the 

precision required to piece together attack actions taking place on different systems over long periods.
• ML/DL security solutions suffer from privacy issues and adversarial attacks.
• Growing privacy concerns related to SCADA/ICS considering quantum cryptanalysis attacks
• Lack of certification/standardization mechanisms
• Securing the operations of modern microgrids and nanogrids

Tragetting Availability

• DoS/DDoS: e.g., modbus/dos/writeSingleCoils, 
modbus/dos/writeAllRegister

Coordinated Cyberattacks -Advanced Persistent 
Threats: e.g., DragonFly, DragonFly2, TRITON, 
Blackenergy3, Duqu, Flame, 

Introduct ion |  EPES Threats  & Vu lnerabi l i t ies   



7

SDN-microSENSE
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SDN-microSENSE
SDN - microgrid reSilient Electrical eNergy SystEm

• Topic ID: SU-DS04-2018-2020

• Type of Action: IA - Innovation Action

A new-generation cybersecurity  platform, capable of empowering the 
resilience of energy systems against cyber, privacy, and data attacks

Legacy Systems
The presence of legacy systems, such as ICS/SCADA remains a crucial issue, raising 
multiple threats and vulnerabilities.

Insecure Communication Protocols
Both smart and legacy EPES assets use insecure communication protocols like 
Modbus, EtherCAT, IEC 60870-5-104, etc. that do not comprise essential 
authentication and authorization mechanisms.

Industrial Internet of Things and Smart EPES
In the era of hyper-connected digital economies, the smart technologies play a 
vital role in the operation of the electrical grid, transforming it into a new 
paradigm.

Existing Countermeasures
Despite the effectiveness of existing cybersecurity solutions they cannot mitigate 
coordinated EPES cyberattacks, such as Advanced Persistent Threats (APTs)

Lack of Standardisation & Certification Activities
The existing countermeasures are not certified dynamically, ensuring their sufficiency.

Rationale

This project has received funding from the 
European Union’s Horizon 2020 research and 

innovation programme under grant 
agreement No 833955.

SDN-microSENSE intends to provide a set of secure, privacy-enabled
and resilient to cyberattacks tools, thus ensuring the normal operation
of decentralised Electrical Power and Energy Systems (EPES) as well as
the integrity and the confidentiality of communications. All designed,
developed, and tested technologies should consider the latest related
research findings and maintain high compliance with current industrial
standards (e.g., IEC standards).
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https://www.sdnmicrosense.eu

SDN-microSENSE Consort ium

• 3 3  P a r t n e r s  ( E n e r g y  P r o v i d e r s ,  T S O ,  D S O ,  U t i l i t i e s ,  M a n u f a c t u r e r s ,  P r o s u m e r s ,  
Te c h n o l o g y  P r o v i d e r s )

https://www.sdnmicrosense.eu/
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SDN-microSENSE – Business Logic

Collaborative Risk 
Assessment, Vulnerability 
Management, Honeypots, 

Honeypot Management

Specification-based detection, 
Anomaly-based detection, Security 

Events correlation, visual-based 
detection, Anonymous Repository 

of Incidents  

SDN-based Cyberattack 
Mitigation, Islanding 

Mechanisms

Energy Balancing, Grid 
Restoration, 

Blockchain-based 
Energy Transactions

SDN-μSENSE Business Logic
Integration platform which harmonizes Risk Assessment, Intrusion 
Detection, Self Healing and Energy Optimization under the umbrella of 
SDN. Multiple technologies: SDN, Honeypots, SIEM, IDPS, Machine 
Learning, MISP, visual analytics and blockchain. 

Energy Optimization

Self-Healing

Intrusion Detection

Risk Assessment

Risk Assessment & Honeypots

Intrusion Detection & Privacy

Mitigation

Energy Optimization
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SDN-microSENSE Architecture



12

SDN-microSENSE Use Cases/Pilots

Investigation of 
Versatile Cyberattack 

Scenarios and 
Methodologies 

Against EPES

Large-scale Islanding 
Scenario Using Real-life 

Infrastructure

Realising Private and Efficient 
Energy Trading among PV 

Prosumers

Six Pilots - 22 Scenarios

Pilot #1

Pilot #3

Pilot #2

Pilot #4

Pilot #5 Distribution Grid 
Restoration in Real-

world PM Microgrids

Pilot #6
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SDN-microSENSE Achievements



Aggregate and correlate the security events generated by the 

various sensors including honeypots, thus identifying security 

alerts. XL-SIEM Dashboard visualizes the security events

XL-SIEM Agents, Engine & Dashboard

Intrusion detection sensors that monitor the infrastructure 

and use specification rules, thus generating security events.

XL-SIEM Sensors/Detectors (Specification-based)

Intrusion detection sensors that monitor the infrastructure and 

use machine learning, thus producing security events.

XL-SIEM Sensors/Detectors (Machine Learning 
Based)

X L - E P DS  A rc h i tec t ure
6  m a i n  C o m p o n e n t s :  X L - S I E M  S e n s o r s ,  X L - S I E M  A g e n t s ,  X L - S I E M  E n g i n e ,  X L - S I E M  
D a s h b o a r d ,  O P F  a n d  A R I E C  

XL-EPDS: Detecting EPES Cyberattacks  

ARIEC stores and provides publicly the cybersecurity incidents identified by the 

analysis of XL-SIEM alerts by S-RAF. OPF anonymizes the sensitive information of 

the cybersecurity incidents.

ARIEC and OPF

14

5 Research Papers

Publications

• UOWM Modbus Intrusion Detection Dataset

• UOWM IEC 60870-5-104 Intrusion Detection Dataset

Two Public Available Datasets
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Demo:  Detect ion and Correlat ion of  Modbus/TCP Cyberattacks



S-RAF: Risk Assessment & Honeypots

S - R AF  A rc h i tec tu re

4  C o m p o n e n t s :  O L I S T I C  E n t e r p r i s e  M a n a g e m e n t  S u i t e ,  e V U L ,  H o n e y p o t  M a n a g e r ,  H o n e y p o t s  
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Two Research Papers

Publications

P. Radoglou-Grammatikis, A. Liatifis, E. Grigoriou, T. 

Saoulidis, A. Sarigiannidis, T. Lagkas, & P. Sarigiannidis, 

“TRUSTY: A Solution for Threat Hunting Using Data Analysis 

in Critical Infrastructures,” In IEEE International Conference 

on Cyber Security and Resilience (CSR), pp. 485-490), July 

2021.

Best Paper Award

UOWM Honeypot Intrusion Detection Dataset

Datasets



Modbus Honeypot replies with the appropriate response packet.

Step #3: Answer from the Modbus Honeypot

A client (e.g., HMI) sends a ”Read Input Registers” 
Modbus/TCP packet, followed by the 
corresponding TCP Acknowledgment (ACK).

Step #2: Modbus/TCP Request from a client 

The communication session begins with the TCP 

handshake as shown in step #1. 

Step #1: TCP Handshake

Modbus Honeypot  Evaluat ion
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The Modbus Honeypot works in a server mode, 

emulating a real Schneider Electric Saitel HU_AF RTU

Scenario: Real Schneider Electric Saitel

HU_AF RTU

Comparison between the real Modbus traffic generated by the 

real Schenider Electric Saitel HU_AF RTU and the Modbus 

Honeypot GAN



Demo:  V ideo - Red irect ion Mal ic ious  Traff ic  to  
the Modbus Honeypot
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S e l f - Hea l i ng  A c t i o ns

7  C o m p o n e n t s :  S D N  C o n t r o l l e r ,  S D N  S w i t c h e s ,  S C S ,  E D A E  E M O ,  I I M ,  B l o c k c h a i n - b a s e d  T r a d i n g  
C o m p o n e n t   

SDN-SELF: Self-Healing



Eva l u at i o n  Re s u l t s

Intent ional  I s landing us ing  Deep Learning

Evaluated on power grids adapted from actual energy systems. The results include the number

of lines to be cut, the load-generation imbalance after islanding as well as the total imbalance

after the merging process is completed and the cut is applied.

20EPES AND SMART GRIDS: PRACTICAL TOOLS AND METHODS TO FIGHT 
AGAINST CYBER AND PRIVACY ATTACKS

CYBERWATCHING.EU WEBINAR



Demo:  V ideo - Intent ional  I s landing

21EPES AND SMART GRIDS: PRACTICAL TOOLS AND METHODS TO FIGHT 
AGAINST CYBER AND PRIVACY ATTACKS

CYBERWATCHING.EU WEBINAR



Thank You & Q /A

C o n t a c t  u s

p s a r i g i a n n i d i s @ u o w m . g r

h t t p s : / / i t h a c a . e c e . u o w m . g r /

h t t p s : / / w w w . l i n k e d i n . c o m / i n / i t h a c a -
l a b /

h t t p s : / / w w w . r e s e a r c h g a t e . n e t / p r o f i l e /
P a n a g i o t i s - S a r i g i a n n i d i s

Thank You

Q/A ?
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